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PURPOSE:

The Geraldton District Hospital Privacy Policy guides the hospital’s compliance with the Personal Health Information Protection Act, 2004 (PHIPA).  This policy and related procedures establishes the rules about the manner in which personal health information may be collected, used or disclosed and the retention of health information.  It includes the following requirements:

· Obtaining informed and knowledgeable consent for the collection, use and disclosure of personal health information;

· Treating all personal health information as confidential and keeping it secure;

· Providing an individual’s right to access his/her personal health records, as well as ensuring the right to amend errors;

· Giving an individual the right to instruct the Hospital not to share any part of his/her personal information with others;

· Establishing clear guidelines for the use and disclosure of personal information for fundraising and research purposes;

· Identifying the exceptions to the above requirements;

· Ensuring accountability by granting an individual the right to complain to the Information and Privacy Commissioner of Ontario; and

· Establishing remedies for any privacy breaches.

POLICY:

The Geraldton District Hospital is committed to protecting the privacy, confidentiality and security of all personal information to which it is entrusted in order to carry out its mission. The Geraldton District Hospital Privacy Policy is governed by the Personal Health Information Protection Act, 2004 (Ontario) and the 10 Principles of Privacy.  As a health information custodian, the Hospital and its affiliates (including staff, physicians, students, volunteers) are responsible and committed to adhering to these principles and ensuring that the personal health information of our patients is treated with respect and sensitivity.  The 10 Principles are supported by the Geraldton District Hospital’s information/data protection strategies.  All individuals with access to personal health information under the custody or control of the Hospital are responsible for supporting these strategies.

DEFINITIONS:

For the purpose of this policy, the following are applicable:

“Breach of privacy, confidentiality or security”

Refers to the unauthorized access, collection, use or disclosure of any personal information or personal health information.  Breaches can be intentional (i.e. purposely accessing information when it is not required for your job) or inadvertent (i.e. accidentally transmitting a report to the wrong number).  Breaches can also include a failure to protect personal information or personal health information with which an employer or agent is entrusted (i.e. leaving health records unattended or sharing passwords).

“collection”

Refers to gathering, acquiring, or obtaining information by any fair and lawful means.  Information may be collected in a variety of forms i.e. written, verbal, electronic, photographic, etc.

“privacy”

Privacy provides an individual with the right to control the circulation of information about himself/herself and an individual’s right to protection of information regarding himself/herself against misuse or unjustified publication.

“confidentiality”

The use and disclosure of personal information and personal health information is only to and by those individuals who have legitimate need-to-know, or when the Hospital is authorized to do so through informed consent or legislative requirements.  It is the Hospital’s obligation to protect the personal information and health information with which it has been entrusted.

“disclosure”

To make available personal information or health information under the control or custody of the Hospital or authorized agents to another custodian or organization.  For personal health information, disclosure means to another custodian or organization outside the circle of care.

“express consent”

The Hospital must ask for and obtain an individual’s permission before collecting, using or disclosing his/her personal information for a specific purpose (i.e. obtaining a patient’s permission and signature before disclosing information to an insurance company).  It may be given verbally, in writing or by electronic means.

“implied consent”

The Hospital does not have to specifically ask for and obtain permission from an individual before collecting, using or disclosing his/her personal information for a specific purpose.  For implied consent to be valid, the collection, use or disclosure must be reasonably obvious to the individual.  For example, sending a patient’s name and health record to a specialist after a patient had asked his/her family physician for a referral.  (By presenting for treatment at the family physician, it is implied that the patient has given permission for their name and personal health information to be sent to the specialist with whom they require an appointment).

“knowledgeable consent”

An individual must know why a personal information custodian collects, uses or discloses his/her personal information and that she/he may withhold or withdraw this consent.

“personal health information”

Information about an individual, in any form, that enables or could enable the individual to be identified and that relates to matters such as an individual’s physical or mental health, including family medical history, the provision of health care to the individual, payments or eligibility for health care in respect of the individual, the donation by the individual of a body part or bodily substance (blood) and the individual’s health number.  Personal health information can be information about a physician or other care provider, a hospital employee, a patient or family member. 

“personal information”

 Information in any form that identifies an individual or could enable the individual to be identified,  (i.e. address or telephone number).

“record of personal health information”– The Personal Health Information Protection Act defines a record as personal health information in any form or in any medium whether in written, printed, photographic or electronic form or otherwise.  Furthermore, any information in a health record under the custody or control of the Geraldton District Hospital Health Records Department, Nakina Medical Clinic, includes, but is not limited to:

· Patient name, medical record number, health insurance number, address, telephone number

· All the names of clinical staff involved in the patient’s care, films, slides, diagnoses, discharge summaries, progress notes, transcribed reports, orders, consents, electronic images and photographs

· Any information and/or medical images of the Picture Archiving and Communication System (PACS)

· Any information in the MediTech Patient Information System, including information from other clinical modules i.e. Laboratory, Pharmacy, EMR, et cetera, and also WinRecs (Med2020)

“agent”

To include any person who is authorized by the Hospital to perform services or activities on the Hospital’s behalf and for the purposes of the Hospital. (For example persons contracted to provide services who have access to personal health information for example for shredding records); health information professionals with privileges; students, et cetera.

“circle of care”

Those in the health care team who are directly involved in the care or treatment of a particular patient.  “Circle of care” describes those who provide health care or assist in providing health care to a particular patient for that point in time, and include:  authorized agents, other hospitals, health care practitioners, (physicians, regulated health professionals), pharmacy, laboratories, ambulance services, community care access centres, long-term care facilities, community health and mental health centres.

“health information custodian”

Listed persons or organizations under the Personal Health Information Protection Act, 2004, such as hospitals, who have custody of personal health information as a result of their power or duties.  As a public hospital, the Geraldton District Hospital is considered to be a health information custodian.

HIC (Health Information Custodian) includes:

· The Hospital

· Service Providers to CCAC

· CCAC

· Public, private, or psychiatric facilities

· Independent health facilities

· Pharmacies

· Laboratories

· Ambulance services

· Community health or Mental Health Centres whose primary purpose is providing health care

·  Nursing Homes and long-term care facilities

· Homes for the Aged and homes for special care

· Health care practitioners

-Including doctors, nurses, pharmacists, psychologists and dentists

- Regulated health professionals, social worker, individual whose primary function is to provide health care or assist in providing health care within the continuum of care

- NOT aboriginal healers, faith healer

· Evaluators under Health Care Consent Act or assessors under Substitute Decisions Act (capacity)

· Medical Officer of Health 

· Minister of Health and Long-Term Care, and Ministry of Health and Long-Term Care 

· Others not defined as health information custodians, but are permitted to collect personal health information from health information custodians for the purpose of health planning and management

“security”

Refers to the safeguards or processes the Hospital develops and implements to protect personal information under its custody or control against loss or theft, as well as unauthorized access, disclosure, copying, use or modification.  The privacy legislation requires the Hospital to implement three types of safeguards – physical (i.e. locked doors), administrative (i.e. policies), technical (i.e. passwords).

“use”

Use refers to the handling or dealing with personal information that is in the custody or control of the Hospital, or its authorized agents.  This includes accessing and reproducing personal information as required by the Hospital.

“employee information”

Personal information defined as personal or job-related such as, but not limited to, demographics, employment, salary, benefits, and performance data.

“research”

A systematic investigation designed to develop or establish principles, facts or generalized knowledge, or any combination of the above, and includes the development, testing and evaluation of research.

PROCEDURE:

The Geraldton District Hospital has a corporate responsibility to support the following information/data protection strategies.  These strategies support the protection of personal information stored in any format (written, verbal, electronic, photographic, etc) and include the development and implementation of:

· Policies for the protection of all personal health information based on the Ten Privacy Principles;

· Security measures that include physical, administrative and technical safeguards;

· Policies that define and limit access to personal health information;

· The identification of a Privacy Officer responsible for the privacy within the Geraldton District Hospital;

· Education related to personal health information protection;

· The requirement that all Hospital staff and affiliates read, sign and observe the confidentiality agreement;

· Review of policies to ensure compliance and currency with privacy legislation and best information protection practices.

PRIVACY PRINCIPLES:
Principle 1:  Accountability for Personal Information

The Geraldton District Hospital is responsible for personal health information under its custody or control and has designated an individual, the Privacy Officer, who is accountable for the Hospital’s compliance with the following:

· Accountability for the Hospital’s compliance with this policy rests with the Chief Executive Officer, although other individuals within the Geraldton District Hospital are responsible for the day-to-day collection and processing of personal health information.  Also, other individuals within the organization are delegated to act on behalf of the CEO, such as the Privacy Officer;
· The Hospital is responsible for personal health information in its possession or custody, including information that has been transferred to a third party for processing.  The Geraldton District Hospital will use contractual or other means to provide a comparable level of protection while the information is being processed by a third party;

· The Geraldton District Hospital has implemented policies and procedures to give effect to this policy, including:

a) Procedures to protect personal health information;

b) Procedures to receive and respond to complaints and enquiries;

c) Training staff and communicating to staff and other affiliates information about PHIPA and the Hospital’s policies and practices;

d) Developing information to explain the Hospital’s policies and procedures and providing interpretation services if required;

e) Responding to requests for access to, or corrections of, personal health information in the custody of the Geraldton District Hospital;

f) Signing of the confidentiality agreement by all staff and affiliates of the Hospital prior to commencement of employment or affiliation with the Hospital.

· In compliance with PHIPA, the Hospital will inform patients of the loss, theft or inappropriate access of their personal health information as soon as reasonably possible;

· Employees and affiliates of the Geraldton District Hospital are responsible to report any breach of this policy;  

· Breaches of this policy and related privacy policies may be subject to disciplinary action up to and including termination of employment or affiliation with the Geraldton District Hospital;

· The Geraldton District Hospital and its affiliates are also subject to the fines and penalties set out in PHIPA, up to $50,000 for individuals and $250,000 for the organization;

· Providing oversight and leadership with respect to privacy and protecting information via the Privacy Officer.  This includes the implementation, maintenance of and adherence to the Hospital’s policies and procedures covering the privacy, confidentiality and security of personal health information.  This includes access by patients and their families, as well as any amendments in compliance with current legislation and the Hospital’s information privacy practices.

Principle 2:  Identifying Purposes for the Collection of Personal Health Information

The Hospital will identify the purposes for which personal health information is collected at or before the time of collection.  The primary permitted purposes are for the delivery of direct patient care, the administration of the health care system, research, teaching, statistics, fundraising and to comply with legal and regulatory requirements.  Depending upon the manner in which the information is obtained, this can be done orally or in writing.  A written consent, for example, may give notice of the purposes.  Patients imply consent when they present for treatment and receive an explanation for the use of his/her personal health information for authorized purposes.  Unless a new purpose is legally required, consent must be obtained prior to the information being used.  The Geraldton District Hospital will only collect the information it needs to fulfill these purposes.  Personal information related to the Hospital’s employees is collected, used, disclosed and retained for the following primary purposes:  human resource management, payroll administration, administration of the Hospital and health care system, and complying with legal and regulatory requirements.

Principle 3:  Consent for the Collection, Use, and Disclosure of Personal Information

The Geraldton District Hospital recognizes that an individual’s knowledge and consent are required to collect, use or disclose personal health information, except where inappropriate. The form of consent – express or implied – and the way it is sought – in writing or orally – may vary depending upon the circumstances and sensitivity of the information.  Consent may be withdrawn at any time, subject to legal or contractual restrictions and reasonable notice. Consent is only considered valid if it is knowledgeable, voluntary (not obtained through deception or coercion), related to the information in question, and given by the individual. 

Note: In certain circumstances, personal health information can be collected, used, or disclosed without the knowledge and consent of the individual; for example, legal, medical or security reasons may make it impossible or impractical to seek consent. Some statutes require disclosure of information, such as the Coroner’s Act and the Vital Statistics Act.  The Hospital will identify a substitute decision maker for a patient in certain circumstances where the patient is unable or incapable of making their own decisions.  In these cases, express consent will be obtained from the substitute decision maker for both disclosure of information and consent to treatment. Seeking consent may be impossible or inappropriate, for example when the individual is seriously ill, or mentally incapacitated.  In these circumstances, consent of the individual’s substitute decision-maker will be sought, where feasible. 

A patient’s consent to the hospital’s collection, use or disclosure of their information may be implied or express consent.  In certain circumstances, the Hospital will always ask for express consent:

· Where the hospital is disclosing patient information to someone who is not a health information custodian (i.e. patient’s insurer); and

· Where the hospital is disclosing patient information to someone who is a health information custodian but for purposes other than providing health care.

a) Consent is required for the collection of personal health information and the subsequent use or disclosure of this information.  Typically, the Hospital will seek consent for the use or disclosure of the information at the time of collection.  In certain circumstances, consent with respect to use or disclosure may be sought after the information has been collected but before use (for example, when the Geraldton District Hospital wants to use the information for a purpose not previously identified;

b) The Geraldton District Hospital will make a reasonable effort to ensure that the individual is advised of the purposes for which the information will be used.  To make the consent meaningful, the purposes must be stated in such a manner that the individual can reasonably understand how the information will be used or disclosed;

c) The Geraldton District Hospital will not, as a condition of providing care, require an individual to consent to the collection, use or disclosure of information beyond that required to fulfill the explicitly specified and legitimate purposes;

d) The form of the consent sought by the Hospital may vary, depending upon the circumstances and the type of information.  In determining the form of consent to use, the Hospital will take into account the sensitivity of medical and health information;

e) In obtaining consent, the reasonable expectations of the individual are also relevant. The Hospital can assume that an individual’s request for treatment constitutes consent for specific purposes;  

f) The manner in which the Hospital seeks consent may vary, depending on the circumstances and the type of information collected.  The Geraldton District Hospital will generally seek express consent when the information is likely to be considered sensitive (i.e. genetic testing).  Implied consent would generally be appropriate when the information is less sensitive.  An authorized representative (such as a legal guardian or a person with health care power of attorney) can also provide consent;

g) Individuals may provide consent in various ways.  For example:

· A form may be used to seek consent, collect information and inform the individual of the use that will be made of the information.  By completing and signing the form, the individual is giving consent to the collection and specified uses and/or disclosures;

· Consent may be given verbally or in writing at the time that individuals utilize a health service; 

· Consent may be given verbally when information is collected over the telephone;

· In circumstances where express consent is required and it is provided verbally, this exchange is documented in the patient’s record of personal information.
h) An individual may withdraw consent at any time, subject to legal or contractual restrictions and reasonable notice.  Withdrawal of the consent will not have a retroactive effect.  This means that where a disclosure has been made on the basis of consent, the Hospital is not required to retrieve the information that has already been disclosed. The Geraldton District Hospital will inform the individual of the implications of such withdrawal.

i) When consent is not required:

· Risk management, error management, or activities to improve or maintain the quality of care or any related program or service;

· Complying with legal requirements;

· Educating staff and agents to provide health care;

· Planning or delivery of programs or services;

· Allocation of resources to any programs or services provided or funded by the Hospital;

· Obtaining payment, processing, monitoring, verifying or reimbursing health care claims.

The Hospital may disclose personal health information without an individual’s consent, including the following situations:

· Disclosure to other health information custodians within the circle of care for providing health care;

· If the disclosure is reasonably necessary for providing health care and the consent cannot be obtained in a timely manner, unless there is an express request from the individual instructing otherwise;

· Complying with other legislative and regulatory requirements;

· In order for the Minister of Health to provide funding to the Hospital for the provision of health care services;

· For the purpose of contacting a relative or friend of an individual who is injured, incapacitated, ill or unable to give consent personally;

· To eliminate or reduce a significant risk or serious bodily harm to any person or the public;

· To identify an individual who is deceased or in order to allow a spouse, partner or relative of a deceased individual to make decisions about their own care or the care of their children or to inform estate trustees of an individual’s demise;

· To specific entities and health data institutes for the purpose of maintaining a registry, analysis or compiling information with respect to the planning, management, evaluation, or monitoring of the health care system;

· For the purpose of retrospective research, subject to restrictions and conditions.

Conditions or Restrictions on Consent – “Lock Box Provision”

Patients have the right to expressly instruct the Hospital not to use specified personal health information for health care purposes or to disclose specified personal health information to others (even those within the circle of care or to other health care custodians).  By doing this, the individual is said to have placed his or her own personal information into a “lock-box”, which describes the limits that the patient can place on the use and disclosure of their personal health information.

The Hospital and its care providers routinely disclose patients’ personal health information to other care providers within the circle of care in the provision of providing treatment.  If the patient has restricted the Hospital or its care providers from disclosing some or all of the personal health information that is considered reasonably necessary to provide health care, the Hospital will flag for the recipient that the information is incomplete because the patient has “locked it”.

Should a health care provider within the circle of care receive this type of notice from another member within the patient’s circle of care, that health care provider may choose to discuss the fact that information is restricted with the patient (i.e. the health care provider that has been restricted can discuss the impact of the restriction upon treatment).  The restricted health care provider must obtain the patient’s express consent before accessing and using the locked information.

This restriction, however, may not impede the collection, use or disclosure of personal health information required by law.   For example, the Hospital is permitted to disclose in certain circumstances where, in a professional opinion, the disclosure is necessary for the purpose of eliminating or reducing significant risk of serious bodily harm to an individual or group of persons.

Responding to General Enquiries Regarding Patients

When the Hospital receives phone calls from concerned individuals regarding patients, the Hospital staff are unable to verify who the caller is, therefore only limited information is provided.  This may be confirmation that the individual is a patient, the general health status of the patient (stable, critical, poor, fair) and the location of the patient in the Hospital.  Patients not wishing any information to be disclosed, may inform Hospital staff who will observe their wishes and rights to complete confidentiality. 

Spiritual Care

The Hospital may collect information about the patient’s religious affiliations but only with their express consent.  The Hospital may then rely on the patient’s consent to provide or disclose the patient’s name and location in the Hospital to a representative of the religious affiliation specified by the patient but only if the patient has been given the opportunity to refuse this disclosure and has not done so.

Research

PHIPA permits the use or disclosure of personal health information for retrospective research studies without a person’s consent under strict conditions.  Other types of research (i.e. clinical trials) require an individual’s express consent for the collection, use or disclosure of their personal health information.

A researcher requesting disclosure of personal health information from the Hospital must submit a written application with an approved research plan to the Hospital and enter into an agreement that may impose further restrictions on the manner in which the researcher may use and disclose the information.  The researcher who receives personal health information from the Hospital shall:

· Comply with the specified conditions;

· Use personal health information only for the purpose set out in the research plan;

· Not publish information that could identify an individual;

· Not contact the individual whose personal information is the subject of the research project unless express consent of the individual is obtained by the Hospital;

· Not disclose information unless required by law; 

· Notify the Hospital of any breach of the agreement or PHIPA.

Principle 4:  Limiting Collection of Personal Information

The collection of personal information will be limited to that which is necessary for the purposes identified by the Geraldton District Hospital.  Information will be collected by fair and lawful means.

a) The Geraldton District Hospital will not collect personal health information indiscriminately.  Both the amount and the type of information collected will be limited to that which is necessary to fulfill the purposes identified.

b) The requirement that personal health information be collected by fair and lawful means is intended to prevent the Geraldton District Hospital from collecting information by misleading or deceiving individuals about the purpose for which information is being collected.  This requirement implies that consent with respect to collection must not be obtained via means of deception.

Principle 5:  Limiting Use, Disclosure, and Retention of Personal Information

Personal health information will not be used or disclosed for purposes other than those for which it was collected, except with the consent of the individual or as required by law.  The collection, use or access to personal information by Hospital employees is strictly for legitimate need-to-know basis to perform their assigned job duties.  

Personal information will be retained only as long as necessary for the fulfilment of those purposes or as required by law:

a) If using personal health information for a new purpose, the Geraldton District Hospital will document this purpose and make public notice of the new purpose.

b) The Hospital has policies and procedures in place with respect to the retention of personal health information, which includes minimum and maximum retention periods.  The Hospital is subject to legislative requirements with respect to retention periods. 

c) Personal health information that is no longer required to fulfill the identified purposes will be destroyed (i.e. paper records will be destroyed, electronic records erased).

Principle 6:  Ensuring Accuracy of Personal Health Information

The Geraldton District Hospital will make every effort to ensure the personal health information they hold will be as accurate, complete, and up-to-date as is necessary and feasible to minimize the possibility that inappropriate information may be used to make decisions about individuals. Patients have the right to challenge the accuracy of the information.

a) Limitations on the accuracy and completeness of personal information disclosed will be clearly set out to the recipient where possible.

b) The Geraldton District Hospital will routinely update personal information when individuals present for treatment.

c) Personal information that is used on an ongoing basis, including information that is disclosed to third parties, will generally be accurate and up-to-date.

d) When an individual successfully demonstrates the inaccuracy or incompleteness of personal information, the Hospital will amend the information as required.  Depending upon the nature of the information challenged, amendment involves the correction, deletion or addition of information.  Where appropriate, the amended information will be transmitted to third parties having access to the information in question.

Principle 7:  Ensuring Safeguards for Personal Information

Security safeguards appropriate to the sensitivity of the information will protect personal information.

a) The Geraldton District Hospital shall apply security safeguards, appropriate to the sensitivity of personal health information, to protect against loss, theft, unauthorized access, disclosure, copying, use or modification, regardless of its format.

b) The nature of safeguards will vary depending on the sensitivity of the information that has been collected, the amount, distribution, and format of the information, and the method of storage. The methods of protection will include:

· Physical measures, for example, premises security, including locked filing cabinets, restricted access to specific areas, key/card entry by authorized staff only.

· Organizational measures, for example, policies, training, limiting access on a “need-to-know” basis.

· Technological measures, for example, restricted access to information stored electronically, use of passwords, secure computer network and firewalls to prevent hacking or unauthorized computer access, encryption and user audit trails.

c) Hospital staff and affiliates will be made aware of the importance of maintaining the confidentiality of personal health information.  As a condition of employment, all new hospital employees and affiliates must sign the Confidentiality Agreement. Those with access to electronic health records must sign individual user agreements.

d) Care will be used in the disposal or destruction of personal health information, to prevent unauthorized parties from gaining access to the information.

Principle 8:  Openness About Personal Information Policies and Practices

The Geraldton District Hospital will make readily available to individuals specific information about its policies and practices relating to the management of personal information.  

· The Hospital policies and practices with respect to the management of personal information are readily available to patients if requested.  Individuals will be able to acquire information about its policies and practices without unreasonable effort.  This information will be made available in a form that is generally understandable.  Should the need arise, interpreter services will be made available.

· The Hospital will make information on its policies and practices available in a variety of ways.  For example, the Hospital may choose to make brochures available in its place of business, mail information to its clients, post signs or provide online access.

· The information made available will include:

a) Contact information for the Privacy Officer, to which complaints or enquiries can be forwarded

b) Means of gaining access to personal health information held by the Hospital

c) A description of the type of personal information held by the Hospital, including a general account of its use

d) A copy of any brochures or other information explaining the Hospital’s privacy policies, standards or codes

e) What personal information is made available to related organizations
Principle 9:  Individual Access to their Own Personal Information

Upon request, within a reasonable time and at a reasonable cost, an individual will be informed of the existence, use and disclosure of his or her personal information and will be given access to that information.  An individual will be able to challenge the accuracy and completeness of the information and have it amended as appropriate.

Note:  Exceptions to the access requirement will be limited and specific and in accordance with the law.  The reasons for denying access will be provided to the individual upon request.  Examples may include information that could reasonably be expected to result in a risk of serious harm, refers to other individuals, cannot be disclosed for legal, security or proprietary reasons, and/or is subject to solicitor-client or litigation privilege.  The Hospital may also deny access if the request is deemed to be frivolous, vexatious or in bad faith.

An individual must provide sufficient information to permit the Hospital to identify the existence of personal information, including details of third-party recipients.

· Upon request, the Hospital will inform an individual whether or not it holds personal information about the individual.  The Hospital will seek to indicate the source of this information and will allow the individual access to this information.  However, it may choose to make sensitive medical information available through a medical practitioner.  In addition, the Hospital will provide an account of the use that has been made or is being made of this information and an account of the third parties to which it has been disclosed.

· In providing an account of third parties to which it has disclosed personal information about an individual, the Geraldton District Hospital will attempt to be as specific as possible.  When it is not possible to provide a list of the organizations to which it has actually disclosed information about an individual, the Hospital will provide a list of the organizations to which it may have disclosed information about the individual.

· The Geraldton District Hospital will respond to an individual’s request within 30 days.  This can be extended by an additional 30 days with reasonable grounds, for example, for more complex requests and communicated to the requestor.  This will be provided at reasonable cost to the individual for copies of patient information.  The Hospital will advise the patient of any fee prior to copies being produced. 

· The requested information will be provided or made available in a form that is generally understandable.  Controlled access will be provided to ensure that original records are not altered, deleted or appended without Hospital supervision and approval.  

· When an individual successfully demonstrates the inaccuracy or incompleteness of personal information, the Hospital will amend the information as required.  Depending upon the nature of the information challenged, amendment involves the correction, deletion or addition of information.  Where appropriate, the amended information will be transmitted to third parties having access to the information in question.

· When a challenge is not resolved to the satisfaction of the individual, the Hospital will record the substance of the unresolved challenge.  When appropriate, the existence of the unresolved challenge will be transmitted to third parties having access to the information in question.

Principle 10:  Challenging Compliance with the Geraldton District Hospital’s Privacy Policies and Practices

An individual will be able to address and challenge issues concerning compliance with this policy to the Hospital Privacy Officer or Chief Executive Officer.

· The Geraldton District Hospital has put procedures in place to receive and respond to complaints or enquiries about its policies and practices relating to the handling of personal information.  

· The Hospital will investigate all complaints.  If a complaint is justified, the Geraldton District Hospital will take appropriate measures, including, if necessary, amending its policies and practices.

· Individuals will be informed of their right to file a complaint regarding the Hospital’s privacy policies and practices with the Ontario Information and Privacy Commissioner.

Video Monitoring

The Hospital recognizes that through the implementation of video surveillance we can provide increased safety to our patients, visitors and staff.  Video monitoring is used in public places throughout the Geraldton District Hospital.  It is not used in areas where there is a reasonable expectation of privacy, for example washrooms and patient rooms.  Any recording, which includes images of patients, becomes personal health information under the Personal Health Information Protection Act, 2004.  All collection, use and disclosure of such video material will be done within the parameters of the legislation.










